
Forescout Device Visibility and Control Platform 
— Cyber Catalyst Designation

The Forescout device visibility and control platform has been 

designated a 2019 Cyber Catalyst cybersecurity solution. 

The platform helps organizations reduce both business and 

operational risk through complete situational awareness of their 

extended enterprise by providing continuous, unified visibility 

and control of all connected devices across campus, data center, 

cloud, and operational technology (OT) networks. This includes 

critical capabilities in support of asset management, device 

compliance, network segmentation, network access control, and 

incident response initiatives.

The Forescout platform:

•• Discovers every IP-connected device on every network: 

physical and virtual devices across campus, data center, 

cloud, and industrial environments.

•• Classifies diverse information technology (IT), Internet of 

Things (IoT), and OT or Industrial Control System (ICS) devices 

as well as virtual machines and cloud instances in real time 

based on identification of device type and function, vendor, 

model, operating system, and version.

•• Assesses and continuously monitors device security state for 

policy compliance.

•• Enforces adherence to policies, industry mandates, and best 

practices such as network segmentation.

•• Restricts, blocks, or quarantines non-compliant, vulnerable or 

compromised devices.

•• Automates endpoint, network, and third-party control 

actions including implementing segmentation policies across 

interconnected and heterogeneous networks (switches, 

wireless access, software defined networking (SDN), virtual 

and cloud infrastructure). 

Forescout positions the platform as optimal for organizations:

•• That need 100% visibility into their connected devices across 

their IT, IoT and OT environments to identify and mitigate 

business and operational risk.

•• With mixed vendor environments (e.g. a variety of network 

infrastructure, security and IT management tools).

•• With high costs and risks associated with manual processes 

for asset management, implementation of security controls, 

and incident response.

•• That are large and/or physically distributed, making 

centralized visibility and management challenging.

•• That are highly regulated organizations and need to 

continuously demonstrate compliance.

*Product information provided by Forescout

by 
Marsh 

Cyber Technology Evaluation Program

Cyber Catalyst



Marsh is one of the Marsh & McLennan Companies, together with Guy Carpenter, Mercer, and Oliver Wyman. 

This document and any recommendations, analysis, or advice provided by Marsh (collectively, the “Marsh Analysis”) are not intended to be taken as advice regarding any individual situation and should 

not be relied upon as such. The information contained herein is based on sources we believe reliable, but we make no representation or warranty as to its accuracy. Marsh shall have no obligation to update 

the Marsh Analysis and shall have no liability to you or any other party arising out of this publication or any matter contained herein. Any statements concerning actuarial, tax, accounting, or legal matters 

are based solely on our experience as insurance brokers and risk consultants and are not to be relied upon as actuarial, tax, accounting, or legal advice, for which you should consult your own professional 

advisors. Any modeling, analytics, or projections are subject to inherent uncertainty, and the Marsh Analysis could be materially affected if any underlying assumptions, conditions, information, or factors 

are inaccurate or incomplete or should change. Marsh makes no representation or warranty concerning the application of policy wording or the financial condition or solvency of insurers or reinsurers. 

Marsh makes no assurances regarding the availability, cost, or terms of insurance coverage. Although Marsh may provide advice and recommendations, all decisions regarding the amount, type or terms of 

coverage are the ultimate responsibility of the insurance purchaser, who must decide on the specific coverage that is appropriate to its particular circumstances and financial position.

Copyright © 2019 Marsh LLC. All rights reserved. MA19-15833 392344086

Why Forescout Device Visibility and  
Control Platform is a Cyber Catalyst-
Designated Solution

Participating insurers rated the Forescout Device Visibility and 

Control Platform highest on the criteria of efficiency, cyber risk 

reduction, performance, and viability.

In their evaluation, insurers characterized it as: 

•• “A comprehensive networking monitoring and discovery 

tool that is agentless, quick to deploy, and with a continuous 

assessment component.”

•• “Especially effective in larger organizations to identify legacy 

systems or other devices that may be ‘forgotten’.”

•• “Support for the cloud environment and agentless posture make 

it easier for users to implement.”

Insurance Policies and  
Implementation Principle 

Organizations that adopt Cyber Catalyst-designated solutions may 

be considered for enhanced terms and conditions on individually 

negotiated cyber insurance policies with participating insurers.  

Those insurers, when considering potential policy enhancements, 

will expect organizations to deploy Cyber Catalyst-designated 

products or services in accordance with certain “implementation 

principles” that have been developed by the insurers with vendors 

of Cyber Catalyst-designated solutions.  

The implementation principle for the Forescout Device Visibility 

and Control Platform is:

•• The platform has been installed by Forescout or partner-

provided professional services, and is being used on the 

organization’s networks that transit, store, and process data.

Evaluation Process

Applications for evaluation of cybersecurity solutions were 

accepted from March 26 through May 5, 2019. More than 150 

cybersecurity offerings, spanning a broad range of categories from 

hardware to messaging security to IoT security, were submitted for 

evaluation. Cyber Catalyst participating insurers evaluated eligible 

solutions along six criteria:  

1.	 Reduction of cyber risk.

2.	 Key performance metrics.

3.	 Viability.

4.	 Efficiency.

5.	 Flexibility.

6.	 Differentiating features.

Cyber Catalyst designation was awarded to solutions receiving 

positive votes from at least six of the eight participating insurers, 

which voted independently. Neither Microsoft — which served as 

technical advisor — nor Marsh participated in Cyber CatalystSM 

designation decisions. 

The next Cyber Catalyst program is expected to open in 2020.  

For more information on the Cyber Catalyst 2019 designated 

solutions or the program, visit the Cyber Catalyst pages at www.

marsh.com/cybercatalyst.

For more information about Marsh’s cyber risk management 

solutions, email cyber.risk@marsh.com, visit marsh.com, or 

contact your Marsh representative.

For more information about the Forescout Device Visibility and 

Control Platform, visit www.forescout.com.

2019 CYBER C ATALYS T DE SIGNATED SOLUTIONS 

In the inaugural Cyber Catalyst program, 17 cybersecurity products and services have been designated as Cyber Catalyst solutions.  

More information about all the 2019 Cyber Catalyst-designated cybersecurity solutions is at www.marsh.com/cybercatalyst.
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