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iNtroDuctioN
News reports show large-scale data breaches are on the rise and affecting large 

retailers like target, Home Depot, and eBay. But we don’t hear many reports about 

consumers falling victim to cyber crime, even though individuals — especially the 

affluent —  are also frequently targeted, and this real threat is on the rise.

cyber crime is defined as any criminal act that involves computers and networks. in 

addition, it includes traditional crimes conducted through the internet. today, cyber 

crime is a greater risk than ever before because of the copious amount of time 

people spend online and the vast number of personal handheld devices owned. it’s 

a rapidly evolving landscape that demands attention.

there are numerous categories of cyber crime, but the ones that affect the most 

victims include identity theft, credit card fraud, and social networking scams. 

review the information presented in this report to learn how to better protect 

yourself, your family, and your lifestyle from cyber crime and its long-lasting effects. 

iDeNtitY tHeft — A toP cYBer tHreAt
Because of the amount of personal information stored and shared on electronic 

devices, identity theft is one of the largest cyber crime threats today. the best way to 

protect yourself is to be aware of your activity when using smartphones, tablets, and 

other devices that store personal information digitally. 

According to the insurance information institute, identity theft is the act of taking 

someone’s personal information and using it to impersonate them, steal from bank 

accounts, establish phony insurance policies, open unauthorized credit cards, or 

obtain unauthorized bank loans. in more elaborate schemes, criminals use the 

stolen personal information to get a job, rent a home, or take out a mortgage in the 

victim’s name.

close to half of identity theft cases are the result of a lost or stolen wallet, checkbook, 

credit card, or other physical document. Because of the popularity of online 

shopping, it too can pose as a serious identity theft risk. 

Victims of identity theft are often left with lower credit scores and spend months or 

even years getting credit records corrected. they frequently have difficulty getting 

new credit, obtaining loans, and even finding employment. Victims of identity theft 

fraud often travel a long and frustrating road to recovery; depending on the severity 

of the identity theft fraud damage, the recovery process can take anywhere from a 

few weeks to several years.i

the federal trade 
commission 
reported that 
identity theft 
affected 13 million 
consumers in 2013.
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HoW VictiMs’ iNforMAtioN is MisuseDii

tYPe of iDeNtitY tHeft frAuD PerceNt

Loan fraud 4

employment-related fraud 6

Attempted identity theft 7

Bank fraud* 8

Phone or utilities fraud 14

credit card fraud 17

other identity theft 24

Government documents or benefits fraud 34

Percentages are based on the total number of complaints in the federal trade commission’s consumer 
sentinel Network (290,056 in 2013). Percentages total to more than 100 because some victims reported 
experiencing more than one type of identity theft (16% in 2013).
*includes fraud involving checking and savings accounts and electronic fund transfers.

tiPs for AVoiDiNG iDeNtitY tHeft
reduce your chances of becoming a victim of identity theft by practicing the 

following tips developed by the insurance information institute: 

 • Keep the amount of personal information in your purse or wallet to the bare 

minimum. Avoid carrying additional credit cards, your social security card, or 

passport unless absolutely necessary.

 • Guard your credit card when making purchases. shield your hand when using 

AtM machines or making long distance phone calls with phone cards. Don’t fall 

prey to “shoulder surfers” who may be nearby.

 • Always take credit card or AtM receipts. Don’t throw them into public trash 

containers, leave them on the counter, or put them in your shopping bag where 

they can easily fall out or get stolen.

 • Do not give out personal information. Whether on the phone, through the mail, or 

over the internet; don’t give out any personal information unless you have 

initiated the contact or are sure you know who you are dealing with and that they 

have a secure line.

 • Proceed with caution when shopping online. use only authenticated websites to 

conduct business online. Before submitting personal or financial information 

through a website, check for the locked padlock image on your browser’s status 

bar or look for “https://” (rather than http://) in your browser window. if you have 

any concerns about the authenticity of a web page, contact the owner of the site 

to confirm the urL.

Use only 
authenticated 
websites to 
conduct business 
online. 
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 • Be aware of phishing and pharming scams. in these scams, criminals use fake 

emails and websites to impersonate legitimate organizations. exercise caution 

when opening emails and instant messages from unknown sources and never 

give out personal, financial, or password-related information via email.

 • Make sure you have firewall, anti-spyware, and anti-virus programs installed on 

your computer. these programs should always be up to date.

 • Monitor your accounts. Don’t rely on your credit card company or bank to alert 

you of suspicious activity. carefully monitor your bank and credit card statements 

to make sure all transactions are accurate. if you suspect a problem, contact your 

credit card company or bank immediately.

 • order a copy of your credit report from each of the three major credit bureaus. A  

law that took effect December 1, 2004, entitles you to one free credit report per 

year. Your credit report contains information on where you work and live; the 

credit accounts that have been opened in your name; how you pay your bills; and 

whether you’ve been sued, arrested, or filed for bankruptcy. Make sure the reports 

are accurate and include only activities you’ve authorized.

 • Place passwords on your credit card, bank, and phone accounts. Avoid using 

easily available information like your mother’s maiden name, your birth date, any 

part of your social security number or phone number, or any series of consecutive 

numbers. if you suspect a problem with your credit card, change your password. 

it is a good rule of thumb to periodically change your passwords. 

 • shred any documents containing personal information such as credit card 

numbers, bank statements, charge receipts, or credit card applications, before 

disposing of them.

 • if you maintain a listing of account numbers and passwords, make sure to always 

keep this information in a secure place rather than on your cell phone or other 

potentially accessible devices.  

in order to make it more difficult for identity thieves to open accounts in your name, 

you can also contact the fraud department of any of the three credit reporting 

agencies to place a fraud alert on your credit report — by law, the agency you contact 

is required to contact the other two agencies. the fraud alert tells creditors to 

contact you before opening any new accounts or making any changes to your 

existing accounts. the three major credit bureaus are equifax, transunion, and 

experian.iii

test yOUr identity 
theft knOWLedGe 

How well are you and 
your family protected 
from identity theft 
when online and as a 
whole? 

Gauge your risk level 
and find out how to 
be more proactive by 
taking the quiz 
developed by the u.s. 
Department of Justice 
found at the end of 
this article. 
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Act QuicKLY if You susPect creDit cArD 
frAuD 
As mentioned in the introduction, use of stolen credit card numbers is one of the 

most common forms of identity theft and it no longer happens primarily from failure 

to shred paper documents. 

 

Another way cyber criminals get credit card numbers is through radio-frequency 

identification (rfiD) chips that credit card issuers are placing on cards now instead 

of magnetic stripes. the advantage of rfiD chips is quicker transactions at retail 

outlets like fast-food restaurants and convenience stores. the problem is, radio 

frequency identification makes it possible for identity thieves to use a simple 

electronic device to capture the information. 

some effective was to stay on top of credit card fraud include: 

 • follow your credit card billing cycles closely.

 • Keep a list of account numbers, expiration dates, and credit issuers telephone 

numbers on hand.

 • sign up for a credit monitoring service. 

 • clear online passwords and logins. 

if you suspect you’re a victim of credit card fraud or identity theft, act quickly to 

protect yourself. Work with your credit monitoring service or contact the issuers 

directly to verify if fraud has occurred and remove fraudulent charges if necessary. 

sociAL NetWorKs — tHe LAtest cYBer 
PLAYGrouND 
social networks including facebook, twitter, instagram, Linkedin, and Pinterest 

have become a part of many people’s daily lives. it’s a great way to stay connected, 

but it’s important to be aware of how much personal information you give out, who 

you connect with, and what links you click on. the federal Bureau of investigation 

has identified a number of scams to be cautious of when using social networking 

sites. 

sociAL eNGiNeeriNG
it’s no surprise that cyber criminals can fake everything about themselves online, 

including their names and business affiliations, gender, age, and location. the fBi is 

continuously investigating investment fraud schemes happening online. cyber 

criminals carry out identity theft crimes by misidentifying themselves on social 

networking sites and then tricking victims into giving them their account names and 

passwords, as well as other personally identifiable information.

be aware of how 
much personal 
information you 
give out on 
social networks, 
who you 
connect with, 
and what links 
you click on. 
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frAuD scHeMes
cyber criminals are quite creative when it comes to online fraud schemes. the fBi 

reports recent fraud schemes involving cyber criminals gaining access to a victim’s 

social networking or email account. the criminals claim to be the victim and send 

messages to the victim’s friends. in the messages, the criminal claims he or she is 

traveling and has been robbed of their credit cards, passport, money, and cell phone 

and is in need of money immediately. Without realizing that the message is from a 

criminal, the friends wire money to an overseas account and become victims.

 

PHisHiNG scAMs
Phishing scams are used by cyber criminals to make potential victims think they are 

receiving messages from a trusted source. According to the fBi, phishing schemes 

on social networking sites are cleverly packaged and may include: messages from 

strangers or compromised friends’ accounts, links or videos claiming to lead to 

something harmless, or messages that claim to be from the social networking site 

itself. social networking users fall victim to the schemes because of the high level of 

trust associated with social networking sites. users often accept invites to connect 

with people they don’t actually know or don’t adjust profile privacy settings 

appropriately. this gives cyber criminals an upper hand to send messages containing 

software designed to give the criminal control over the victim’s entire computer. 

once the malware infection is discovered, it is often too late to protect personal data 

from compromise.

 

DAtA MiNiNG
cyber criminals use data mining techniques to obtain information from victims 

through social networking. A cyber criminal may send out a “get to know you” 

questionnaire to potential users asking them questions that sound like they are 

coming from a financial institution. the answers to the questionnaire can provide 

the cyber criminal with the information they need to enter the victim’s bank account, 

email account, or credit card and do severe financial damage. 

 

sociAL NetWorKiNG Best PrActices 
educate yourself and your family members about the risks of posting information on 

social networks that an identity thief could use for malicious purposes. Learn how to 

spot potential internet scams and what to do to protect your sensitive information 

from cyber crime. 

follow these guidelines to keep personal information secure when using social 

networking sites: 

 • Avoid posting any personal information about you or your family, including your 

name or contact information that could put you at risk of identity theft. 

 • Never send personal information through a message or click on a link in a 

suspicious message.

avoid posting 
any personal 
information 
about you or 
your  family.
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 • Keep in mind that information posted on social media sites can be seen by anyone; 

even if you use security settings, hackers can still access this data.

 • Never post about upcoming vacations, especially specific details like dates of 

travel.

 • opt out of facebook and twitter functions that automatically tag posts with a 

location. if a site asks to “use your location” reply “no.” 

 • regularly check your privacy settings on social media sites to learn if your friends 

and followers receive your updates.

 • use strong password management strategies. 

 • set appropriate privacy and security defaults. 

 • Be cautious about installing third-party applications. Do not install applications 

from sources you do not know.

 • only accept friend requests from people you know directly. 

 • Be careful what you post and consider all information and pictures you post as 

public.

Protect Your DAtA iN tHe cLouD  
cloud services, such as Dropbox, Google Docs, and icloud, transmit and store users’ 

data across internet connections that are susceptible to monitoring and interception. 

this type of computing is growing in popularity because it allows users access to files 

from any connected device, but cyber security problems are increasing at the same 

time. 

there are some steps you can take to protect your data from getting into the wrong 

hands when using cloud services: 

 • Be aware of what you’re storing in cloud services.

 • use different passwords for all your cloud services accounts, and change them all 

frequently. 

 • Don’t use answers to security questions about yourself that may be available 

publically. 

 • take advantage of the two-step identification process that most services offer. 

 • encrypt your data with a third-party data encryption service. 

 • unlink devices you don’t use. 

 • enable email settings to alert you when new devices gain access to your accounts. 

be aware of  what 
you’re storing in 
cloud services.

@
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KeeP Your DeVices secure  
Many people have more than one mobile device. follow these recommended best 

practices from the federal trade commission to keep all your devices safe from 

cyber crime risk:

use of securitY softWAre
install anti-virus software, anti-spyware software, and a firewall. set your preference 

to update these protections often. Protect against intrusions and infections that can 

compromise your computer files or passwords by installing security patches for your 

operating system and other software programs.

Be sMArt ABout Wi-fi
Before you send personal information over your laptop or smartphone on a public 

wireless network in a coffee shop, library, airport, hotel, or other public place, see if 

your information will be protected. if you use an encrypted website, it protects only 

the information you send to and from that site. use a secure wireless connection for 

protection. 

LocK Your LAPtoP
Keep financial information on your laptop only when necessary. Don’t use an 

automatic login feature that saves your user name and password, and always log off 

when you’re finished. that way, if your laptop is stolen, it will be harder for a thief to 

get at your personal information.

reAD PriVAcY PoLicies
Yes, they can be long and complex, but they tell you how the site maintains accuracy, 

access, security, and control of the personal information it collects; how it uses the 

information, and whether it provides information to third parties. if you don’t see or 

understand a site’s privacy policy, consider doing business elsewhere.

sAfeLY DisPose of PersoNAL iNforMAtioN
Before you dispose of a computer, get rid of all the personal information it stores. use 

a wipe utility program to overwrite the entire hard drive. 

Before you dispose of a mobile device, check your owner’s manual, the service 

provider’s website, or the device manufacturer’s website for information on how to 

delete information permanently, and how to save or transfer information to a new 

device. remove the memory or subscriber identity module (sim) card from a mobile 

device. remove the phone book, lists of calls made and received, voicemails, 

messages sent and received, organizer folders, web search history, and photos.

if you don’t see 
or understand 
a site’s privacy 
policy, consider 
doing business 
elsewhere.
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eNcrYPt Your DAtA
Keep your browser secure. to guard your online transactions, use encryption 

software that scrambles information you send over the internet. A “lock” icon on the 

status bar of your internet browser means your information will be safe when it’s 

transmitted. Look for the lock before you send personal or financial information 

online.

KeeP PAssWorDs PriVAte
use strong passwords with your laptop, credit, bank, and other accounts. Be 

creative: think of a special phrase and use the first letter of each word as your 

password. substitute numbers for some words or letters. for example, “i want to see 

the pacific ocean” could become 1w2ctpo.iv 

ProDucts DesiGNeD to Protect Your 
iDeNtitY
A number of insurance carriers offer personal identity products to help protect you 

from cyber crime threats, such as identity theft. some carriers include coverage for 

identity theft and restoration services as part of their homeowners insurance 

policies. other companies sell more comprehensive coverage as a stand-alone 

policy or as an endorsement to a homeowners insurance policy.

identity theft insurance provides reimbursement to crime victims for the cost of 

restoring their identity and repairing credit reports. it generally covers expenses 

such as phone bills, lost wages, notary and certified mailing costs, fees when 

reapplying for loans, grants or other credit instruments, and sometimes attorney 

fees (with the prior consent of the insurer).

some companies also offer restoration or resolution services to guide you through 

the process of recovering your identity, which can include working with credit card 

companies, credit bureaus, creditors, and businesses on your behalf to correct any 

covered identify fraud issues. identity theft insurance will reimburse a policyholder 

for expenses incurred to restore his or her identity, up to the limits stated in the 

policy. coverage limits typically range from $10,000 to $1 million. 

Use strong 
passwords 
with your 
laptop, credit, 
bank, and 
other accounts.
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test Your iDeNtitY tHeft KNoWLeDGe  
1. When i keep my AtM cards and credit cards in my wallet, i never write my PiN 

(Personal identification Number) on any of my cards. 

reason: if you lose your AtM or credit card, identity thieves or other criminals can 

have instant access to your bank or credit-card account.

2. When i leave my house, i take with me only the AtM and credit cards i need for 

personal or business purchases. 

reason: if your wallet or purse is lost or stolen, and you’re carrying fewer cards, 

you’ll have to make fewer calls to banks and credit card companies to report the 

losses, and the odds of fraudulent charges in your name will be lower.

3. When i get my monthly credit card bills, i always look carefully at the specific 

transactions charged to my account before i pay the bill.

reason: someone who gets your credit card number and expiration date doesn’t 

need the actual card to charge purchases to your account. if you don’t look 

closely at your credit card statement each month, you might not have any 

recourse if fraudulent transactions go through and you don’t dispute them 

promptly with your credit card company. As soon as you see unauthorized 

charges on your statement, contact the credit card company immediately to 

report them.

4. When i get my monthly bank statements, credit-card bills, or other documents 

with personal financial information on them, i always shred them before putting 

them in the trash. 

reason: some identity thieves aren’t shy about “dumpster diving” — literally 

climbing into dumpsters or rooting through trash bins to look for identifying 

information that someone threw out. Buying and using a shredder in your home 

or office is an inexpensive way to frustrate dumpster divers and protect your 

personal data.

5. When i get mail saying i’ve been preapproved for a credit card, and don’t want to 

accept or activate that card, i always tear up or shred the preapproval forms 

before putting them in the trash. 

reason: if you throw out the documents without tearing them up or shredding 

them, “dumpster divers” can send them back to the credit-card company, 

pretending to be you but saying that your address has changed. if they can use 

the account from a new location, you may not know the account’s being used in 

your name until you see it on a credit report (see below).
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6. i request a copy of my credit report at least once a year.

reason: Any consumer can request one free copy of his or her credit report per 

year. reviewing your credit report can help you find out if someone has opened 

unauthorized financial accounts, or taken out unauthorized loans, in your name. 

contact the three major credit bureaus to request a copy:

 • equifax (1 800 685 1111)

 • experian (1 888 397 3742)

 • trans union (1 800 916 8800) 

7. if the volume of the mail i get at home has dropped off substantially, i always 

check with my local post office to see if anyone has improperly filed a change-of-

address card in my name.

reason: some identity thieves may try to take over your credit card and bank 

accounts, and delay your discovery of their criminal activities, by having your 

mail diverted to a new address where they can go through it without your 

knowledge. Your local post office should have on file any change-of-address 

cards, and can respond if you find that someone is improperly diverting your 

mail.

8. if i think that i may be a victim of identity theft, i immediately contact 

 • the federal trade commission to report the situation and get guidance on how 

to deal with it. 

 • the three major credit bureaus to inform them of the situation. 

 • My local police department to have an officer take a report.

 • Any businesses where the identity thief fraudulently conducted transactions in 

my name. 

reason: identity theft is a crime under federal law, and under the laws of more 

than 44 states, that carries serious penalties including imprisonment and fines. 

to help law enforcement in investigating and prosecuting identity theft, the 

federal trade commission (ftc) maintains a national database of complaints by 

identity theft victims. the ftc, through a toll-free hotline (1-877-iD-tHeft), can 

also help you decide what steps to take in trying to remedy the situation and 

restore your good name and credit. credit bureaus should also be notified so that 

they can flag your credit report. Local police, by taking a report and providing you 

with a copy, can help you show creditors that an identity thief has been 

conducting certain transactions in your name and without your permission. 

How did you score on this quiz? if you answered three to four questions incorrectly, 

it means you may need to take more of the precautions described. the more you do 

to protect your personal information, the lower the odds that you’ll become a victim 

of identity theft.  

Resource: U.S. Department of Justice
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talk to your trusted Marsh Personal risk advisor 
to ensure you are adequately protected against 
identity theft. With the proper coverage in place, 
you can avoid major upset to your financial 
wellbeing and save yourself time restoring your 
credit and good name.

ABout MArsH PriVAte cLieNt serVices 
At Marsh Private client services (Pcs), our mission is simple: to help 

successful individuals and families protect their property and their 

lifestyles by providing expert personal insurance consultation, 

solutions, and services. 

Marsh Pcs has been a pioneer in the field of personal insurance 

advisory services since our beginnings in 1980. We realized then that 

the standard approach followed by most insurance companies does 

not take into account the unique risks facing those with wealth, so we 

built our business by individually customizing personal insurance 

programs for each of our clients. 
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iinsurance information institute: iii.org/article/identity-theft-insurance
iifederal trade commission: ftc.gov
iiiinsurance information institute: iii.org/article/identity-theft-insurance
ivfederal trade commission: consumer.ftc.gov
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reliable, but we make no representation or warranty as to its accuracy. Marsh shall have no obligation to 
update the Marsh Analysis and shall have no liability to you or any other party arising out of this 
publication or any matter contained herein. Any statements concerning actuarial, tax, accounting, or 
legal matters are based solely on our experience as insurance brokers and risk consultants and are not to 
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the Marsh Analysis could be materially affected if any underlying assumptions, conditions, information, 
or factors are inaccurate or incomplete or should change. Marsh makes no representation or warranty 
concerning the application of policy wording or the financial condition or solvency of insurers or 
reinsurers. Marsh makes no assurances regarding the availability, cost, or terms of insurance coverage. 
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terms of coverage are the ultimate responsibility of the insurance purchaser, who must decide on the 
specific coverage that is appropriate to its particular circumstances and financial position.
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