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MANAGING THIRD PARTY/VENDOR
CYBERSECURITY RISK

The Marsh Risk Consulting (MRC) Third Party/Vendor Cybersecurity Risk Management service provides
a cost-effective way of continuously monitoring and managing the cybersecurity risks that third parties
may present to your enterprise. Cyber-attacks on third parties with authorized access to your network,
systems, or data can seriously affect your operations through interruption of the services on which you
depend, entry of malware that can migrate to your systems, compromise of your valuable data, and
other actions and outcomes that can harm your business. We can help by:

» Offering an efficient alternative to the poor economics and  Understand the business requirements that drive third-party
scalability of trying to perform ongoing cybersecurity risk

. - connections to corporate resources.
assessments on a large number of third parties and vendors.

« Highlighting the third parties and vendors most likely to ¢ Integrate MRC’s continuous monitoring service with your

experience a cyber event that could threaten your enterprise enterprise vendor management program.
with malware, business interruption, or loss of data.

. L o a Third-Party Inventory and Baseline Assessment
¢ Assessing aggregation risk by examining common “fourth

party” dependencies of your third parties and vendors that

can increase your risk exposure ¢ Comprehensively inventory and tier third parties, if a complete

third-party inventory is not available.

A THREE-STEP PROCESS ¢ Create a baseline by analyzing the cybersecurity risk posed
MRC’s Third-Party/Vendor Cybersecurity Risk Management to your enterprise by each third-party through non-intrusive
service is tailored to your business needs and objectives and is monitoring and assessment.

implemented in three steps.

a Program Design

¢ Conduct data discovery through in-person interviews with

¢ |dentify specific risk aggregation sources across third parties.

procurement, cybersecurity, risk management, and others
to understand your existing enterprise vendor management
framework and related processes.

RISK. DISPUTES. STRATEGY. ®&® MARSH



° Ongoing Monitoring

¢ Provide monthly (or quarterly) reports

with in-depth analysis of both primary and
aggregate third-party cybersecurity risk.

¢ Aid in due diligence of potential new third

parties and vendors prior to onboarding.

¢ Add vetted and onboarded new
third parties and vendors to the

monitoring service.

¢ |dentify recommended actions and a

detailed protocol for addressing

third-party risks.

BIG DATA CYBERSECURITY RISK ANALYSIS TOOL

MRC uses a Big Data cybersecurity assessment tool developed by Cyence, a leading
cybersecurity analytics services provider, which provides predictive indicators of the overall
likelihood of being successfully targeted by internal or external threat actors. This proprietary
assessment tool continuously aggregates a multitude of data sets for over 200,000 firms in a
non-invasive fashion yielding a measure of a company’s cyber risk.

Primary Risk

Our analysis of
primary risk is
based on data
on your third
parties’ and

vendors’ risk levels.

Aggregation Risk

Our analysis of
aggregation risk
is based on the
risk posed to
your enterprise
by the use of
common service
providers by your
third parties

and vendors.
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Shared Service Provider Matrix (Showing the number of service providers
shared between High Risk-Business Critical vendors)
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Only Marsh provides clients with award-winning and industry-leading expertise in:
technical cybersecurity, forensic accounting, economic modeling and analytics, and cyber

insurance broking.

This document and any recommendations, analysis, or advice provided by Marsh (collectively, the “Marsh Analysis”) are

not intended to be taken as advice regarding any individual situation and should not be relied upon as such. This document
contains proprietary, confidential information of Marsh and may not be shared with any third party, including other insurance
producers, without Marsh’s prior written consent. Any statements concerning actuarial, tax, accounting, or legal matters are
based solely on our experience as insurance brokers and risk consultants and are not to be relied upon as actuarial, accounting,
tax, or legal advice, for which you should consult your own professional advisors. Any modelling, analytics, or projections are
subject to inherent uncertainty, and the Marsh Analysis could be materially affected if any underlying assumptions, conditions,
information, or factors are inaccurate or incomplete or should change. The information contained herein is based on sources
we believe reliable, but we make no representation or warranty as to its accuracy. Except as may be set forth in an agreement
between you and Marsh, Marsh shall have no obligation to update the Marsh Analysis and shall have no liability to you or any
other party with regard to the Marsh Analysis or to any services provided by a third party to you or Marsh. Marsh makes no
representation or warranty concerning the application of policy wordings or the financial condition or solvency of insurers or
re-insurers. Marsh makes no assurances regarding the availability, cost, or terms of insurance coverage.

Marsh is one of the Marsh & McLennan Companies, together with Guy Carpenter, Mercer, and Oliver Wyman.

Copyright © 2017 Marsh LLC. All rights reserved. MA17-15242 USDG20591

Who it’s for

Organizations that have:

¢ External service providers and
market partners (third parties/
vendors) that require access to
corporate information resources.

¢ Limited visibility into the
cybersecurity controls of their
third-parties and vendors.

o Little fact-based insight into
where the biggest third-party
cybersecurity risks lie.

¢ Limited or no ongoing monitoring
of third-party cybersecurity
posture over time.

¢ No insight into “fourth party”
aggregation risks.

What you get

e Regular analytical reports based
on independently acquired data.

e Comparative ratings of the
cybersecurity risk of all
third parties.

¢ |dentification and baselining of
risks from common dependencies.

¢ Ongoing monitoring.

¢ Prescriptive advice on how to
improve the cybersecurity risk
inherited from third parties.

Additional information

can be found on www.
marshriskconsulting.com and on

www.marsh.com, or:
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