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Poll Question #1 

Which aspect of cyber risk management do you 

find most challenging?  (select one) 

 

• Understanding my cyber exposures 

• Measuring the potential economic impact of cyber 

events 

• Managing cyber vulnerabilities and threats 

• Recovering from a cyber event 
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Environmental Threats Feature Strongly Among Most Likely and Most 
Damaging Risks, Followed by Cyber Risks and Societal Concerns 

Global Risk Landscape 2019 – Top risks in terms of likelihood and impact 
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Concern Over Cyber Risks Has Significantly Increased in Advanced 
Economies and Continues to Spread Globally 
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Concern About Malicious Action From Cyber Attackers and Data Fraud/Theft 
Dominates in US and Canada 
 
North America – Overview  
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More Than 2/3 of Respondents Expect Certain Economic, Geopolitical, and 
Technological Risks to Get Worse in 2019 

Global and regional risks expected to increase (either ‘somewhat’ or ‘significantly’), all regions (2018–2019) 
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Poll Question #2 

Are governments doing enough to regulate 

cyber risk? 

 

• Yes 

 

• No 
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Regulatory Changes Will Accelerate Cyber Exposures in 2019 
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1. Expanded focus on privacy 

• Beyond US & EU to Asia, Pacific, LAC 

• Beyond breach:  Collection, use, data brokers  

2. More stringent non-privacy environment 

• IoT:  UK and California 

• More accountability for technology 

3. Regulatory “innovation” 

• Jurisdictions acting in succession 

• US:  New federal regime?  



Poll Question #2 

Are governments doing enough to regulate 

cyber risk? 
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Fourth Industrial Revolution 
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A Hyper Connected World  
 

Connected Objects: 50 billion predicted in 2020 



Poll Question #3 

What area of cyber risk management will your 

organization invest the most in during 2019? 

 

• Compliance 

• Incident response and resilience  

• Insurance 

• Technology 

• Training  
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Cyber Risk Takes a Seat at the Business Table 

CEO CFO CIO CISO CRO GC PR 

• More strategic, less tactical (less technical) 

• Approach cyber risk as continual problem solving 

• Look beyond the audit report at economic impact - quantification 

• Deep dive into supply chain risk 

• Full tool kit: Insurance is complementary to technology 



Recommended Actions 

1. Look beyond the audit report and technology heat 
maps; start characterizing cyber risks in terms of 
economic impact in local currency. 

2. Dive deeper into supply chain cyber risk; capture a 
complete inventory, get beyond a checklist, and 
quantify cyber exposure by supplier. 

3. Have a dedicated cyber insurance policy. 

4. Get ready for the new wave of cyber regulation. 

2019 Cyber Landscape:  

New Regulations, Risks, and Management Expectations 
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